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The increasing connectivity of industrial systems and the convergence of OT and IT, boosted by Industry 4.0, make the security of their
communication infrastructures a major concern and a hot topic for both the industrial and academic communities. The need for remote
monitoring and management, made painfully clear by the Covid19 pandemic, the interaction with emerging paradigms such as smart
grid/transportation/buildings/communities/city, the adoption of popular technologies from the non-industrial world (wired/wireless networks,
IoT, cloud computing, etc.) and the Internet-based access to large amounts of data for process optimization, all expose industrial systems to cyber-
threats that may result in harm to people and damages to assets and the environment. Wireless communication, in particular, brings new attack
and mitigation scenarios, driving novel research topics on security/safety of systems integrating 5G, WiFi 7 and beyond to support the flexibility of
Industry 4.0.

Solutions are urgently needed, tailored to industrial networked infrastructures, also jointly addressing security and safety, given their
interdependency in this scenario. This SS aims at bringing together researchers and practitioners to discuss recent advances, criticalities and future
directions on the topic.

The SS focuses on (but is not limited to):

• Security of industrial networks, IoT, industrial IT and OT, embedded systems

• Security and safety of cyber-physical (production) systems

• Secure and dependable design of industrial networks and systems

• Secure deployment of wireless industrial communication and integration in existing communication structures

• Vulnerability and risk assessment in industrial communications and systems

• Monitoring, detection and mitigation of threats in industrial networks and systems

• Hazard and threat identification techniques, attack modeling and countermeasures in the industrial scenario

• Formal specification/enforcement/verification of security and safety properties in industrial systems

• Artificial intelligence and machine learning for security and safety of industrial communications and systems

• Distributed ledger and blockchain for industrial application

• Security of specific architectures and services (edge, fog, cloud, SDN, NFV-based, etc.) in the industrial scenario

• Security vs. determinism/performance analysis, evaluation of (industrial) firewalls, IDSs, etc.

• Policy-based security management for the industrial scenario

• Case studies, engineering practices and proof-of-concepts for safe and secure application domains (smart grids, cyber-physical production
systems, transportation, buildings, etc.)
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